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National Trends in Student Behavior

The United States Department of Justice conducts periodic National Crime Victimization
Surveys which include issues pertinent to the K-12 school environment. A sampling of
findings from some of their more recent surveys is covered below.

With respect to criminal victimization, the percentage of students impacted by either property
theft or violent victimization was about the same in both 1989 and 1995. About 1 out of 7
public school students was the victim of a crime at school, with property crimes being 3 times
as prevalent as incidents of violence. Private schools were slightly less prone to crime than

public schools were.

Figure 2.1.—Percentage of students ages 12 through 19 who reported criminal victimization at school
during the previous 6 months, by type of victimization and school control: 1989 and 1995
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SOURCE: U.S. Department of Justice, Bureau of Justice Statistics, School Crime Supplement to the National Crime Victimization Survey, 1989 and 1995,



The number of nonfatal crimes against students of secondary school age is somewhat more
heavily weighted toward acts of violence. Males are more apt to be victimized by viclence
than females are, although the risk of experiencing property theft is about equal. Children of
middle school age are considerably more likely to be victimized by theft or violence than high
school students are. Suburban students are more likely to victimized by property theft than
urban or rural children are, although violent crime is somewhat more prevalent in urban
schools. Data, from the year 1996, on the number of crimes perpetrated per 1,000 students, at
school or in transit to or from school, is shown below:

Figure 1.2 —Number of nonfatal crimes against students ages 12 through 18 occurring at school or going
to or from schoot per 1,000 students, by type of crime and selected student characteristics:
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Are school-age children more likely to be victimized by crime at school or elsewhere? The
chart below provides data on crime patterns away from school. Urban children are
considerably more likely to be victimized by violent crime when they are away from school,
while the difference is much less for the suburban students. Middle school students are more
vulnerable to seriously violent crimes away from school, but other crimes are more prevalent
while at school. Both males and females in general are less vulnerable to theft away from
school, particularly the females. With respect to violent crimes, females are far safer in the
school environment, while males are moderately safer.

Figure 1.3.—Number of nonfatal crimes against students ages 12 through 18 occurring away from school
per 1,000 students, by type of crime and selected student characteristics: 1996
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More specific information about the types of crime perpetrated by students is provided in the
next chart. Data from the 1996-97 school year demonstrates that physical assaults or fights
not involving weapons are the most prevalent crime. Theft and vandalism also occur with
significant frequency. Fights are nearly as common in suburban schools as they are in urban
ones, while vandalism and theft are lower at suburban sites. Crimes among elementary school

students are relatively rare.

Figure 7.2.—Number of crimes per 1,000 public school students, by type of crime, instructionaf level,
and urbanicity: 1996-97
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Another way to look at school security trends is to examine student perceptions about the
safety of their environments. The number of children who reported that they avoided one or
more places in school rose sharply from 1989 to 1995. Suburban students in general were
somewhat less fearful than urban ones, although suburban Hispanic students were just as

fearful as those in urban settings.

Figure 13.2.—Percentage of students ages 12 through 19 who reported that they avoided one or more
places in school, by urbanicity and race—ethnicity: 1989 and 1995
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Perhaps the most timeless fear in public school annals is that of being harassed by a bully.
The chart below reflects the number of school children in the sixth through twelfth grade§
who reported being bullied in 1997. About 1 in 10 suburban students reported being bullied,
more than was the case for urban or rural environments. About 1 in 9 suburban males

encountered bullies, compared to 1 in 12 females.

Table 4.1—Percentage and number of students in grades 6 to 12 who reported being bullied at school during the current school year, by urhanicity

- and selected student characteristics: 1993

Percent Number
Student characteristics Total Urban Suburban Rural Total Urban Suburban Rural
Total 8.2 7.7 97 8.6 1,979,100 1,088,700 347,400 543,100
Sex
Male 9.5 94 1.1 8.9 1,144,600 656,100 206,500 282,000
Female 6.9 6.1 82 8.2 834,500 432,500 140,900 261,100
Race-ethnicity
White, non-Hispanic 8.7 85 95 86 1,467,300 730,800 263,200 473,200
Black, non-Hispanic 7.3 6.5 104 98 279,800 189,400 37,500 53,000
Hispanic 6.1 59 9.1 35 161,400 122,200 31,400 7,800
Other, non-Hispanic 9.3 85 — -_ 70,500 46,200 - —
Grade level
Grade 6 13.4 13.6 15.2 119 508,600 306,100 86,400 117,100
Grade 7 .1 12.1 9.2 9.9 407,900 258,800 51,400 97,800
Grade 8 85 8.5 74 g3 299,800 182,500 36,200 81,000
Grade 9 8.1 49 16.2 10.6 283,600 97,500 83,600 102,500
Grade 10 8.1 6.9 10.9 9.0 269,600 133,400 58,200 78,000
Grade 11 39 a7 52 a5 120,500 69,700 24,400 27,200
Grade 12 29 2.3 1.8 44 87,700 40,800 7,500 39,500
Region
Northeast 8.6 97 54 7.5 378,900 262,900 23,600 82,400
South 88 B6 8.3 8.9 753,300 352,000 112,300 249,000
Midwest 7.9 75 a6 75 466,960 237,200 103,600 126,100
West 7.3 53 12.6 11.9 380,100 196,600 107,900 75,600
—Fewer than 30 sample cases.

NOTE: Bullying was described as students picking on others a lof or making other stedents do things like give them money. °At school” means in school, at school activities during the day, of on the
way to or from school. Poputation size is 24,060,000 students in grades 6 to 2. Due to ruunding or missing cases, details may not add to totals, Numbers are rounded to the nearest 100.

SOURCE: U.S. Department of Education, National Center for Education Statistics, National Household Education Survey, 1993.



On an even more serious level, the number of suburban students who reported that street
gangs were present at school nearly doubled from 1989 to 1995, going from 14% to 26%:

Figure 14.2.—Percentage of students ages 12 through 19 who reported that street gangs were present at
school, by urbanicity: 1989 and 1995
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SOURCE: U.S. Department of Justice, Bureau of Justice Statistics, Schocl Crime Supplement to the National Crime Victimization Survay, 1989 and 1995.



The number of high school students who reported carrying a weapon on school property has
fallen in recent years, from 12% to 8% overall. The decline has been in evidence across all
ethnic groups.

Figure 11.2.—Percentage of students in grades 9 through 12 who reported carrying a weapon on school
property at least 1 day in the past 30 days, by race—ethnicity: 1893, 1995, and 1997
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Over the course of two decades, the prevalence of alcohol consumption among high school
seniors has fallen moderately, with most of the consumption taking place off school grounds.

Figure 16.1.—Percentage of 12th graders who reported using alcohol in the past 12 months, by place:
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In-school marijuana use among high school seniors applied to 10% of the student population
in 1997, about half the rate experienced twenty years earlier. Home and party consumption
reductions were much more modest.

Figure 17.1.—Percentage of 12th graders who reported using marijuana in the past 12 months,
by location: 1976 to 1997
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Of course, children are not the only ones at risk in a school environment. The incidence of
crimes perpetrated against teachers from 1992 to 1996 is portrayed below. Male teachers
were significantly more likely to be targets of violence, while the genders were victimized
fairly equally by theft. High school faculty members were at the greatest risk for theft, while
middle school teachers were victimized most often by violence. Crime risks were about half
as great for elementary teachers as for their secondary counterparts. Faculty in suburban
schools were much safer than those in urban environments.

Figure 9.1.-~Number of nonfatal crimes against teachers at schoo! per 1,000 teachers, by type of crime
and selected teacher characteristics: Aggregated from 1992 to 1996
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National Trends in School Security Processes

In the aftermath of the Columbine tragedy, school security processes have come under
heightened scrutiny across the country. A prevailing trend is to increase reliance on
technology, primarily in the form of hidden or conspicuous cameras, as well as motion
sensors. In addition, considerable attention is being centered on site design and means of
controlling access to schools.

The United States Department of Energy indicates there are three steps to establishing a safe
school environment:

1) the oppertunities for security infractions should be eliminated or made more difficult to
accomplish;

2) the likelihood of being caught must be greatly increased;

3) consequences must be established and enforced.

In order to carry out a security function efficiently and effectively, it is important to identify
all persons or things requiring protection. These may include students, faculty,
administrators, adult citizens, computers, vehicles, band instruments, or other items whose
loss would be acutely felt. Once the protection list is complete, the “list of threats™ must be
compiled: gangs, fights, drugs, bombs, guns, outsiders on campus, students leaving the
grounds, vehicle break-ins, graffiti, accidents in the parking lot, or other undesirable activities.
After the threats are identified, it is important to factor in the degree of sophistication and
level of aggression likely to be exhibited by perpetrators. Finally, the natural deterrents
provided by the facility and surrounding environment should be evaluated to determine what
supplemental security mechanisms are most essential.

The U.S. Department of Energy stresses:
A recurring message from school administrators is that the majority
of their problems are brought onto campus by outsiders or expelled

or suspended students, so measures to keep outsiders off campus will
generally be of global benefit.

The key elements of an effective security function may be depicted as follows:
Deterrence—Detection—>Delay—>Response—Investigation— Consequences

Any request for security personnel or equipment should be reviewed in light of its ability to
fulfill one or more of these functions.

12




Deterrence measures prevent potential perpetrators from having an opportunity to engage in
undesirable behavior. Common deterrence mechanisms in vogue at schools include:

fencing around the grounds;

*“No trespassing” signs;

conspicuous video cameras;

a school’s reputation for “zero tolerance”;

ID checks of school-age children and/or adults;

weapon screenings;

police officers on campus;

thorny bushes hindering attempts to climb over fences or
gain access to roofs;

anti-graffiti sealers on brick surfaces;

glass block on windows.

Detection serves to catch perpetrators. Commeonly employed measures in schools around the
country include:

motion detectors;

drug sniffing dogs;
conspicuous or hidden cameras;
alarms;

weapon screenings;

student “hotlines™;

surveillance by security staff

Detlays serve to frustrate perpetrators so that they will either change their minds about
carrying out an undesirable act or will take so long to do it that they will be apprehended.
Bolting down equipment such as computers or televisions can create significant delays in
attempted thefts. Locked exterior, classroom, or closet doors can significantly impede access
by would-be perpetrators.

The investigation function typically involves skilled personnel, whether security staff, police
officers, or school administrators. The use of videotapes and rewards for information can aid
the investigative process.

Consequences can involve suspensions, expulsions, mandatory work details on campus, or
citations or arrests.

A school may wish to select security mechanisms geared toward specific categories of threats
deemed significant to that specific environment. Examples are shown below:

13



Access by Undesired Qutsiders

1. Post signs stating penalties for trespassing.

2. Use an enclosed campus with fencing around the grounds.

3. Locate school offices by main entrances and instruct all visitors to report to the office.

4. Require all visitors to leave photo IDs (i.¢., driver’s licenses) with office staff while in the
building.

5. Use ID tags for students and school-based personnel.

6. Use vehicle parking stickers.

7. Minimize the number of driveways or parking lot pavements that students must walk
across to get to the school building.

8. Assign one section of the parking lot to students who must leave prior to the end of the
regular school session. Close off the remaining parking area from student access during
school hours.

9. Issue “fading badges™ to visitors.

10. Require students to wear uniforms.

11. Minimize the number of unlocked entrances to the building.

2. Maximize the line of sight from main entry doors to auxiliary buildings or trailers.

13. Place all school windows at an oblique angle with respect to the adjoining street or
parking area, as a means of inhibiting drive-by shootings.

14. Ensure that exterior doors can only be locked from the outside.

15. Lock all noncritical exterior doors during the school day.

16. Restrict community use participant access to areas of the building that are pertinent to
their programs. Issue instructions for them to park near the exterior door which provides
the most direct access to their activities.

17. Arrange for a law enforcement officer to live on campus.

Fights

1. Use both conspicuous and hidden cameras.

2. Provide accessible alarms.

3. Provide interior windows for classrooms and offices.

Vandalism

1. Use graffiti-resistant sealers.

2. Install “glass-break™ sensors.

3. Create aesthetically pleasing wall murals (typically not hit by graffiti).

4. Repair all vandalized property immediately. Statistical studies show that unrepaired items

invite copycat behavior.
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Weapons

1. Use metal detectors.

2. Require see-through backpacks.

3. Prohibit coats and hats from being worn indoors.

Theft

1. Use interior intrusion detection sensors.

2. Mark all valuable property.

3. Use reinforced doors.

4. Eliminate all external access points to rooftops.

5. Use hidden cameras aimed at exit points or storage sites.

6. Place the kingpins in doors on the secured side.

7. Bolt down valuable equipment.

8. Use automated ID system to record after-hours access to building.
Drugs

1. Use drug sniffing dogs.

2. Remove lockers and issue two sets of textbooks so students don’t have to lug them back

and forth.

3. As an alternative to 2., relocate all lockers to classroom interiors.

4. Conduct random locker, backpack, and/or vehicle searches.
Alcohol

1. Prohibit students from leaving the campus at lunchtime.

2. Prohibit student access to vehicles during the school day.
3. Require clear or open mesh backpacks.

4. Conduct random locker, backpack, and/or vehicle searches.
5. Conduct x-ray inspections of bookbags and purses.

6. Use breathalyzer tests.

7. Eliminate lockers or move them inside classrooms.

Malicious Acts

1.

2.
3.

Set buildings well back from parking areas and ensure that all windows are at oblique
angles,

Require visitor badges.

Issue cell phones to administrators.

15



False Fire Alarms

1. Use delayed alarm systems that permit time for assessment prior to becoming audible.

Bomb Threats

1. Record phone calls.

2. Use caller ID.

3.  Prohibit pay phones on campus.

4. Establish a policy to extend the school year for all time missed due to evacuations.

Bus Problems
1. Install cameras.
2. Require student IDs.

3. Issue radios and/or duress alarms to drivers.

Parking Lot Problems

I. Use metal halide lighting to allow color identification of vehicles and clothing when
security camera videotapes are filmed.
2. Separate faculty and student parking sections.

Teacher Safety

Issue duress alarms.

Patrol hallways.

Provide interior windows for classrooms.

Require classroom doors to be open during class.

Require classroom doors to be locked when unoccupied or occupied only by the teacher.

bRl

In particular, the use of video cameras in schools has been the focus of public policy debate.
They can play an important role in intimidating intruders, so that they turn around and leave
the campus without incident. Videotapes from cameras save adminisirators tremendous
amounts of time in conducting investigations and in convineing parents of their child’s guilt.
Parents tend to accept the truth about their child if they witness it themselves. Video cameras
can also limit a school district’s legal liability for malicious acts. Cameras {ree up manpower
which would otherwise be allocated toward surveillance or patrol. They are excellent tools
for identification of serial offenders, such as arsonists, since cameras can work 24 hours a day
without becoming tired or bored.

There are a host of problems associated with cameras as well. The potential for real or
perceived invasion of privacy is high. The process of selecting the right equipment is often
more complicated than administrators at first surmise. Similarly, the number of cameras
required to cover a school can be significant. Cameras can be expensive, and they must

16




receive periodic maintenance. They can be labor intensive to the extent that someone is
expected to watch them in order to identify suspicious activity. Cameras are themselves often
viewed as “fun” to steal or vandalize. People who become familiar with their placement can
strategize ways to circumvent them.

17



Policy Activity Affecting Security Functions In Neighboring Districts

Montgomery

The Montgomery County (Maryland) Public Schools have allocated funding to install security
cameras at all 23 high schools. The installation process takes time. Completion for all
schools is anticipated by 2001. Presently, four high schools have fully functioning camera
systems. So far, the cameras have proven invaluable for identifying who started a fight or
who removed an item from the building. Some faculty members have expressed
apprehensions about being spied on.

Discussions about the use of student IDs have taken place, but no requirement has been
cstablished. In particular, objections have been raised with respect to elementary schools, on
the grounds that strangers could read the tags, call young children by name (pretending fo
know them), and gain their confidence. One high school is using student IDs as a pilot
experiment.

Traditionally, security functions at high schools have been incorporated as part of the school-
based management process, with principals being vested with full authority. Effective
January 1, 2000, there will be joint authority shared between the principals and the centralized
Department of Security. An automated incident reporting system is being installed. The
superintendent plans to allocate security resources based on the seriousness of security threats
at particular schools as evidenced by the statistical data on incidents.

Prince William

At the Prince William County Public Schools, security cameras have been installed at every
high school, half the middle schools, and 20% of the elementary schools. Some schools have
had the camera systems in place for five years. No data has been gathered to measure before-
after incident frequencies, but anecdotally it is believed that incidents have declined
significantly. The cameras are used to cover entrances, primary corridors, and grounds. In
addition, mobile cameras are employed to conduct arrest surveillance. The typical high
school system requires 16 cameras costing $2,500 apiece. The total cost equates to the cost of
a rookie police officer for one year. An elementary school needs 10 cameras. The district
policy is for every new school to be wired for security cameras, although principals decide
whether or not to actually install them. Parents and students alike have accepted the cameras,
and no serious complaints have arisen. The cameras have freed up a lot of staff time
previously committed to patrols, although there is time required to monitor the cameras. The
camera systems have significantly reduced investigation time and lowered the district’s
liability in court as well as its insurance costs.

The Prince William County Schools have a policy to provide on-campus residences. There

are 72 schools (virtually the whole district) which have them. Typically, police officers,
school security workers, or custodians occupy the residences, although there are some
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instances where private citizens do so. Some residences are apartment units built as part of
the main facility. In other cases, people live in mobile homes on the grounds. Those who
occupy the residences live rent-free and receive free local phone service. In exchange, they
incur an official responsibility to check the school at night and on weekends. Sometimes they
also facilitate after-hours deliveries or community use access. Security cameras are placed in
the residences. Turnover rates for the residences are roughly 10% per year. It takes about a
year to obtain a permit to locate a residence on school grounds. Satisfaction with the campus
residence program has been high. It lowers insurance premiums. The presence of parked
police cars on school grounds is believed to be a huge deterrent to vandals and other intruders.

The Prince William County Park Authority, Manassas Public Schools, and Manassas Park
Public Schools operate on-site residence programs as well.

Another recent policy innovation at the Prince William schools has been to require school
visitors to leave a photo 1D in the office. Student IDs are not used at any of the district’s

schools,
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Pay for Security Personnel

The pay levels for Safety and Security Specialists and Assistants are compared on the chart on
the next page. Fairfax starting pay for Security Assistants is 9% below the regional average,
although the maximum pay is in line with the region. Fairfax’ pay for Safety and Security
Specialists is higher than the regional averages, although below the compensation levels
offered by Arlington and Prince William.
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COMPARISON OF PAY FOR SAFETY AND SECURITY
ASSISTANTS, AND SAFETY AND SECURITY SPECIALISTS

SCHOOL SYSTEM Minimum Midpoint Maximum Number of Maximum Number of Yearsio Percentage

Salary Salary Salary Steps  Longevily Longevity Reach  Increase,
Salary Steps  Maximum Min. to Max.

Longevity

SAFETY AND SECURITY ASSISTANT

Alexandria 19,668 24,526 27,942 " 27,942 - 10 42
Arlington 20,211 25,141 27,045 7 29,122 3 18 44
Fairfax 15,579 21,065 25,656 16 26,169 1 17 68
Montgomery 16,875 20,250 22,839 10 22,839 - 9 35
Prince William 14,880 19401 25294 21 25204 - 20 70
Regional Average 17,443 22,077 25,755 13 26,273 4 15 52
SAFETY AND SECURITY SPECIALIST

Adington 34,817 45,470 50,156 10 54,012 3 22 55
Fairfax 29,985 40,544 49,380 16 50,368 1 18 68
Loudoun 19,391 23,578 28,695 11 33,581 4 18 73
Montgomery 20,658 25602 29,055 10 29,055 - 9 41
Prince William 33,643 43,886 57,194 21 57,194 - 20 70

Regional Average 27,699 35,812 42,896 14 44,842 2 17 61



Working Conditions for Security Personnel at the
Fairfax County Public Schools

The scope of the school district security function has grown dramatically, with staffing
amounting to 15 positions in 1975, 33 in 1980, and 174.5 i the year 2000. The latter figure
does not include County police officers stationed in the high schools and middle schools. The
security function of the school district is three-pronged. The County police offer one form of
security management. Principals at high schools staff and control their own daytime function.
A total of 33 Safety and Security Specialists, supplemented by 107.5 assistants, carry out this
function. In addition to developing, administering, and enforcing security and safety
regulations, the school-based staff maintain order in the parking lots, represent the school in
court, and operate after-hours discipline programs. Some staff function as truant officers as
well, following up on unexcused absences. Some principals exercise their authority to trade
one or more atlocated security positions to fulfill other school-based purposes.

The centralized security staff consists of 34 officers who conduct night and weekend
surveillance, as well as carry out security inspections of elementary and middle schools during
the day and responding to principals’ requests for assistance during emergencies in school
hours. Emphasis is growing with respect to efforts to ensure daytime protection of students.

Although the Columbine incident and similar mass shootings have heightened public
apprehensions about school safety, the crime rate in Fairfax County has moderated
considerably in the past decade. One growing area of concern in recent years has been the
need to mediate conflicts arising over walk-on athletic field use. County recreation programs
routinely book school grounds for weekend sports leagues, but unorganized, unpermitted
groups often get to the fields first and express reluctance to leave. In addition, even if there is
no conflict with a permitted group, a nonpermitted group is not subject to county recreation
department regulations involving noise, trash, public indecencies, or parking.

In elementary schools, the chief security problems revolve around conflicts with irate parents,
followed by graffiti and the presence of unauthorized persons in the building. In terms of
safety, great strides have been made, with districtwide student accidents declining from about
4,000 a year in the early 1990s to 2,000 now. In middle and high schools, problems center
more around controlling undesirable student behavior, such as fighting or use of alcohol or
drugs. In addition, preventing students from leaving the grounds at lunchtime is a major
concern. At high schools, a lot of time is spent with parking issues. Performing truant officer
functions, to investigate and curb unexcused student absences, is onerous and time
consuming.

General Security Issues

There are a number of schools in multicultural areas which post “No Trespassing™ signs only
in English. In some facilities, the main office is not located just inside the main entrance, and
it is not easy to find. This means it is more difficult to control the number of outsiders
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