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Computer Access Among Youths

Kaiser Foundation, 2005
Generation M: Media in the Lives of 8-18 Year Olds

& 98% have used a computer and 96% have
gone oenline

¢ 86% have a computer at heme

¢ 49 have an Internet connection at home

9 S1% have a computerin thellr bedreem

¢ 209 have Internet access In their
pPedreoom




Computer Usage Among Youths

Kaiser Foundation, 2005
Generation M: Media in the Lives of 8-18 Year Olds

¢ Young people spend about 1 hour each
day on the computer deing noen-school
related activities

¢ e mest commen; activity, that yoeung
peepler deronlineis IVirandiplay, games

¢ S51% o all yeunRe peeple have: pretended
(0] l9e' Blder 16! gaIRl ACCESS, o) 2 WEIISIiE




What are youths doing online?

¢ School Work

— Accessing thelir classes
— Research for Projects

9 Soeclalizing

— Communpicating With figends; (knewn and
“URkRewWnR®)

o Emaili Chat iV Gaming; Blegs




Socilalizing-Proes

¢ Most youths use the internet te make
plans with thelr friends ete.-It keeps
Kids “in| the leop™

¢ YouthsH are aple to) “speak™ te others
then: ewnrage firem all different:
Packgreunads; countries, cultures,
race/ethnicites; religiens ete:




Soclalizing Online-Cons/Risks

¢ Solicited by predators
— IM, e-mail, chat, cell or telephone, In person

¢ Exposure to Inappropriate Material
— Poernoegraphy, hate, vielence, misinformation

¢ Harassment, Stalking, Bullying

¢ Scammed or Defrauded
— Online purchases

9 ACCESS IRGS) that may, e danegereus
— Drugs, Alcenol; Guns, Gambling




Unwanted Online Solicitations

U.S. Department of Education, 2001
Highlights of the Youth Internet Safety Survey

19906 of young internet users received an unwanted sexual
solicitation online In the previous year

596 receilved a solicitation that made them feel very or
extremely upset

3926 received an aggressive solicitation (attempt for offline
contact)

2/3 were female

75%0 ofi the selicitations occurred while the child was at
home almost all of the rest occurred at a friend’s house.

Only: 172 off the selicitations were repoerted By the: chrldren
(te anyene)

Oifthese Whoe reported; 72 teld thelr pakrenits.




Two Types of Predators

¢ Immediate Solicitors

¢ Groomers




Immediate Solicitors

¢ [his Is the predator who engages a youth in
conversation and:

— May or may not misrepresent themselves

— Quickly begins to sexualize the conversation
— Immediately sends poernoegraphic phetes

— Tries te lure the youth te a private chat reem

— Tries to get the youth to speak to them on the
phone

— Tries to meet the youth in person




“*Groomers”

Groomers target vulnerable youths and make them feel
special.

They usually misrepresent themselves as being the
opposite sex and close in age.

TThey may take moenths; getting te knew! the yeuth and
gaining thelr trust.

AS they get further Inte the relatienshipe they: may: begin te
RIRE that they, are elder.

TRey/ may/ start SEndine pernearapny.

ey will start ter pUShior Contact Via phene  andithen
nally/AIRrpersen:




Signs That A Child May Be At Risk

A Parent’s Guide to Internet Safety, FBI

Spends a lot off time online at night.
You find pernography on their computer.

Receilves, phone calls from men you don't know or Is making
calls te nuMbers you don’'t recegnize.

Receives mail, gifits, packages frem semeone you den‘t
knew: (Welh cams).

TIUrns; compuUter mMoenitor ofif or guickly, changes the: Screen
WHER VeU enter the reem.

Child BEcCemES WithdraWwWnRr e the fanail:

Childhis using an enline accotnt: Pelonging tersemeone else.




How to Prevent Online Predators From
IHarming Children

“In each and every case when children
encounter Internet sexual predators
offline, they go willing te the

mEetng... That means, that Wwe can
prevenit 100%, ofi these: crimes:

—Perry Alital), ESq.
EXxecutive birector WiredSafety,




Blogs

& W, VIVSPace.com
& WWW. XANGA. com
& WAL a0l comEHometown

& WL TACEROBK.COMm




Blogs, IM, & Chatting

What are children saying and deing
while they are enline?




Xanga.com
Middle School, VA

Children use the computer even when
they are not supposed to!

“HEYY PPL man I have been grounded for
like week I RAVEN been able to use the
computer fior like a week: andl seme
day'sS manmniimhereddddddddda
Poeredddddd U dance: IS, comin LR
ke 4 dAY'S YAY LOIL o welllgtaried i get
calghttusing the computell PCCCCCCCCEe:




From a 13 year old (USA)

Children discuss personal and
sexually explicit tepics...
TThey also talk toe strangers

Would yeu ever....Kill semeone, have sex, Get drunk,
Sitar In a poermn video

IIVIFASStRaRgers
Answer: Who hasn’t




Middle School, VA posted 2000

Children give out personal/identifying
Information; enline

my. lifell

well, 1| am (age) but akout to be (age)! (Actuall Date) Is

my/ birthday M ive in (eity,; VA)!I o) to middle
scheolland I am in the (gives grade) grade therel | play.
(Sport) year round on the (gives league/team)! we
PELter rock this year!i i also (Sport) in the (Seasons)
ithe thingl 1 ke e, do the mest IS [sul: e withr allbmy/,
[rendsiiiangin Ut aRyAWhere. evenr at thertot 1o
my. tet ot gang! hehehell enline 1renly have like 3
majer shl thatt Ifgeren and they are (pPrevides twoe
Sereen names) and (email)@ael:com= thisiis my email
adaressitthats, akeui = aeut mei!




Online Safety Rules for Parents

¢ Keep the computer in a common area

» Make sure your child does not spend all of his/her
free time online

¢ Learn aboeut computers so you can enjoy them
wiith: your child

¢ \Watch your children when they: are enline, see
WhEre: they ge and wWhe they, talik te
— Get te) knew! thelr enline frends

» Communicatewithryeur: child

— Jelifthen they, cannet Meel Semecne ot lIne URIess you
are with them

— Viakersure yeur children feell comiortanlie coming teryoeu

— et them kKnow that PECRIE are not alWaySWner they/ say
they are enline




Online Safety Rules for Children

WWW.Safekids.com

Never Give out Personal Information

Tell parents immediately If infermation makes them
uncemfortable

Never agree to meet someone in person that youl met
online-unless your parents agree and will come with
you

NEever send a picture or pest a picture of yourself
online

INEVEK respoend termMESSages that miake yoeu feel
URcemierianle

INEVER give: eui youl passwerd




Some Help for Parents
WW\W. Softwaredparents.com

¢ Monitoring Software

— Allows parents to see what kids are doing
online. You can meniter with or without a
child knoewing.

— Records email, M, chat sessions, WebsItes,
passwords, some record every keystroke.

— Can set limits asi to how' much; time a chila
Spends; enline.

¢ Blocking and Filtering Software

—BIeCcKsS KIds fifeom! InappropRHate Welsites hased
Upen the: actual site: G filters Usingr keyAVoeRas.:
Soeme filter eutgeingl Iniermaben; Se chlldren
cannel give euit persenall Iniermanen:




Help from your ISP

(Internet Service Provider)

¢ Many ISP’s have their own parental controls
already available.
— Unfertunately they come turned off:

— Or parents are not computer savvy and therefere have
their children install seftware.

¢ | you cannot find the parentall controls: Contact
yoeur ISP-yoeu pay. for this service!

9 AOL; Comcast and Verzon allthave parenial
Contrels

SEEe anEeUi e SPECIICS




Once you have the information,
how: can you decipher It?

& WWW. transiSit.com
— Prevides an actual translator
— Deciphers emoticons (smiley: faces)

» WiWsiamiiyintermet com

Acronyms and Abbreviatieon Used im 1V
¢ BBL-Be Back Later
¢ ClID-Consider It Dene
¢ LOL-[Caugh Oui teud
¢ POS-Parenit Over Shoeulder




Note About Chat Rooms

¢ There are two main differentiations between chat
rooms

— Monitored versus Unmonitored
— Under 18 versus Over 18

Cautions

Predators are sneaky: and smart;, they: can lurk in
monitered chat reems and! use: youlr childrs
SCreen name: or profile te find them outside of
the chat reem

(erther threugh VM er e=mail)

——

[t 1S Very: easy. ek yourr child te
pretend terherover 161




Cell Phone Caution

¢ Children use cell phones to:
— Talk
Access the internet (e-mail, chat, IM)
fiext Viessage
Send and receive pictures
-Downlead music

¢ Currently cell phene companies (sprint/nextel,
Verizoen, cingular) effer NO: parenitall conitrels,
tracking or blecking fieatures.

— Al law: Set e goi Inte) effect On January: 15 1n Utalh states
that allFcelluliar companies; that! Offer IntEMEr mUuSt have
parental conitrelsisuch asi hlecking), MORILeRING O
Hiterng:




Closing Thoughts

TThe best way to prevent internet
Crimes IS to moniter your child’s
Internet use!

Jamie Newman MA, Manager
Proefessienal iainmae and Developmenit
Childhelp USAZVirginia
[REWman@childhelPuisSar oG
703-208-1531




